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Introduction to Risk Management 
 
The concept of risk management is included in the internal control manual because risk and 
internal control are interrelated.  When a risk is identified management may implement a 
control(s) that will mitigate the risk - the control(s) should be cost effective and reasonable. 
 
All activities of the University involve risk.  There is no uniform risk management 
framework but the management of risk usually involves the following: 
�x Identifying the risk  
�x Assessing the impact of the risk and the probability of occurrence 
�x Determining the risk treatment 
�x Determining the risk owner  
 
Identifying the risk is the process of recognizing and describing the risk.  For example, with 
regard to cash, an identifiable and recognized risk is the “inappropriate safeguarding of 
cash.” 

 
Assessing the impact of the risk and the probability of occurrence is the process of 
assessing the potential severity of impact (generally a negative impact, such as damage or 
loss) and the likelihood of occurrence.  For example, without the proper internal controls 
cash could be stolen, which would result in a loss to the University and the probability of 
occurrence could be high. 
 
Determining the risk treatment is the process of deciding to avoid the risk, mitigate the 
risk, or accept the risk.  In the example above, the process of avoiding the risk would result in 
not accepting cash, which may not be an acceptable alternative as it could affect customer 
service.  Accepting would not be appropriate because of the high risk of loss.  So the best 
treatment would be to implement the proper internal controls to ensure that cash is properly 
safeguarded. 
 
Determining the risk owner is the person who has the accountability or the authority to 
manage the risk.  Normally, this is the person that has the overall responsibility of 
determining the risk treatment.   
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The following pages discuss in more detail the above internal control activities and 
objectives. 

 
Select control objectives (not discussed in detail in this manual) include the following: 
�x Accuracy – to ensure transactions are properly calculated 
�x Classification – to ensure transactions are properly classified   
�x Completeness – to ensure all valid transactions are recorded 
�x Existence – to ensure recorded transactions actually occurred and were recorded only 

once 
�x Timeliness/Cutoff – to ensure transactions are recorded in correct period  
�x Valuation – to ensure appropriate measurement and recognition principles are applied 
 
Key Controls 
A key control is a significant control that provides assurance that the organization is 
achieving key business objectives.    
�x These are the controls that management is most dependent upon to make certain that 

things get completed the right way. 
�x These controls may mitigate a number of risks. 
�x Absence of these controls would increase risk. 
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Management Override of Internal Controls 
 
Management may be in a position to override internal controls.  Override may be considered 
by someone who feels they have “too many important things to do” to comply with 
established procedures or someone with intent to avoid detection for wrongdoing.   
 
The risk of management override is most effectively mitigated by creating a culture where 
integrity is held in high esteem and practiced every day.  The message must be clear – 
internal control procedures apply to every individual in the organization.   
 
In a strong control environment, timely and appropriate actions are taken when problems are 
discovered and employees feel comfortable reporting issues without fear of retaliation. 
 
Established internal controls should be followed by everyone – left unchecked, management 
override can negate the effectiveness of other internal control measures.   
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Authorization and Approval  
Preventive Controls 
 
Authorization is a control activity that assures transactions are only permitted in accordance 
with management’s directives.  Approval of a transaction means that the approver has 
reviewed the supporting documentation and is satisfied that the transaction is appropriate, 
accurate, and complies with policies, procedures, laws and other applicable requirements.  
Before a transaction is approved the following should be performed. 
�x Review original supporting documentation to ensure that necessary information is present 

to justify the transaction. 
�x Verify the accuracy of the classification of the expense (i.e., object/account code is 

correct, amount is accurate). 
�x Question unusual items. 
�x Ensure unallowable expenses are not charged to grants, contracts, or state accounts. 
�x Ensure business purpose is clearly documented. 
�x 
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Documentation 
Directive Controls 
 
Documentation furnishes evidence or information regarding a decision, event, transaction, 
policy or system.  Documentation should be clear, complete, accurate, and recorded timely.   
Documentation facilitates the performance of processes and procedures in an efficient, 
consistent, and reliable manner and serves as a method of training (i.e., manuals and guides). 
 
Documentation should enable management to trace each transaction from its inception 
through its completion.  This means the entire life cycle of the transaction should be 
recorded.  For example, the purchase of equipment would begin with an authorized purchase 
request, continued with a purchase order, vendor invoice, receiving confirmation, and final 
payment documentation.  Stages of documentation include the following: 
�x Initiation and authorization 
�x Progress through all stages of processing and receiving 
�x Final classification in financial and supporting records 

 
The following is an example of cash receipt process. 
�x Collect payment. 
�x Prepare a pre-numbered receipt including the date, method of payment, amount of 

payment, and purpose for payment. 
�x Provide receipt to payer and retain a copy in the department (use later for reconciliation 

procedures by someone not involved in the collection or deposit process). 
o Use receipts in numerical order and account for all pre-numbered receipts 

including voided receipts. 
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Management Oversight 
Detective Controls 
 
Management usually has time constraints that prevent analysis of every piece of information.  
For this reason management should assign these tasks to others and concentrate on exercising 
appropriate supervision and oversight of the process.  The foundation for an effective internal 
control environment is leadership establishing the right “tone at the top” and demonstrating 
that it is a priority by example.  
 
The following is a short list of activities related to exercising appropriate management 
oversight: 
�x On a monthly basis, confirm that all required account reconciliations, reviews, and 

periodic analyses of risk areas have been completed. Inquire of personnel responsible for 
reviewing/monitoring reconciliations as to whether there were issues or items of 
significance. Fo1 -1.15 Td(s)-1(pons)-1(i)-2(bl)-2(e26-42sr)3(oc)n-2(s)-1.15 h4(de)4
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Monitoring 
Detective Controls 
 
Monitoring is an ongoing evaluation of an organization’s activities and transactions to 
determine whether the components of internal control are working as intended.  Proper 
monitoring will identify control deficiencies and determine whether controls are effective in 
addressing risks. 
 
Management’s role is crucial in establishing effective internal controls by ensuring the 
monitoring conducted is objective and is performed by personnel with sufficient knowledge 
to understand how the controls should operate.  Internal controls evolve over time and 
become less effective due to factors such as new personnel, varying levels of training and 
supervision, time and resource constraints, and changes in procedures that have occurred 
since the initial controls were designed. 
 
Individual employees should routinely monitor and evaluate internal controls affecting their 
areas since they are involved in the daily activity and are more attune to changes/situations 
that may potentially influence the effectiveness of the internal controls. 
 
Some examples of monitoring include the following: 
�x Ensure employees have training and resources they need to perform their responsibilities 

effectively and efficiently. 
�x Ensure departmental policies and procedures are maintained up to date and provided to 

employees. 
�x Review reconciliations for accuracy and confirm that all discrepancies are explained and 

resolved appropriately. 
�x Review procurement card reconciliations for reasonableness. 
�x Conduct surprise cash counts. 
�x Ensure special account analysis occurs for high-risk accounts and to identify outlier 

transactions or unusual trends. 
�x Randomly pull a transaction’s supporting documentation to ensure accuracy, reliability, 

appropriate approval, and reasonableness. 
�x Compare budgeted to actual expenses. 
�x Compare current to prior period results. 
�x Periodically review sample of donor restricted funds to ensure transactions are consistent 

with donor intent. 
�x Compare expenditures charged to a grant/contract to ensure they are allowable and 

allocable to the project. 
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Policies, Standards and Procedures 
Directive Controls 
 
A policy and standard establishes what should be done and is the basis for procedures.  
Procedures describe specifically how the policy or standard is to be implemented.   
 
An organization must establish policies, standards, and procedures for the following reasons. 
�x To facilitate achievement of objectives 
�x To ensure staff members know what has to be done 
�x To guide actions of the area 
�x To increase efficiency, reduce errors, and make training of new personnel easier and 

faster 
�x To ensure compliance with policies, standards, procedures, and regulations/other 

requirements 
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Safeguarding Assets 
Preventive Controls 
 
Access to assets, including logical access to data and systems should be granted only to 
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Segregation of Duties  
Preventive and Detective Controls 
 
Segregation of duties is a control that aids in the timely detection of errors and irregularities 
in the normal course of business by providing adequate checks and balances.  A simple way 
to look at segregation of duties is to have at least two sets of eyes look at a transaction. 
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